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Abstract - The basic concept, defines about the new 
technological trends. The blooming technologies trends is 
cloud computing, A summary of Cloud Computing and 
provides a good foundation for understanding. And it will be 
change the way you use your computer and the internet. Cloud 
computing portends a major change in how we store 
information and run applications. Instead of running programs 
and data on an individual desktop computer, everything is 
hosted in the cloud.  A cloud service provider offers the 
services for the data request in a remote server.  Virtualization 
aspect of cloud computing in Social network felicitates better 
utilization of resources.  The industry needs to address the 
foremost security risk in the underlying technology.  The cloud 
computing environment in Social networking aggravated with 
various security problems.  This paper addresses challenges in 
securing data in cloud for Social networking. 
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I. INTRODUCTION 
 
Cloud Computing,” to put it simply, means “Internet 
Computing.” The Internet is commonly visualized as clouds; 
hence the term “cloud computing” for computation done 
through the Internet. With Cloud Computing users can access 
database resources via the Internet from anywhere, for as long 
as they need, without worrying about any maintenance or 
management of actual resources. Besides, databases in cloud 
are very dynamic and scalable. In fact, it is a very independent 
platform in terms of computing. The best example of cloud 
computing is Google Apps where any application can be 
accessed using a browser and it can be deployed on thousands 
of computer through the Internet. Another example Cloud 
Computing When you store your photos online instead of on 
your home computer, or use webmail or a social networking 
site, you are using a “cloud computing” service. If you are an 
organization, and you want to use, for example, an online 
invoicing service instead of updating the in-house one you 
have been using for many years, that online invoicing service 
is a “cloud computing” service. Cloud computing refers to the 
delivery of computing resources over the Internet. Instead of 
keeping data on your own hard drive or updating applications 
for your needs, you use a service over the Internet, at another 
location, to store your information or use its applications. 
Doing so may give rise to certain privacy implications. 
 
Cloud Computing: 
Cloud computing provides the facility to access shared 
resources and common infrastructure, offering services on 
demand over the network to perform operations that meet 

changing business needs. The location of physical resources 
and devices being accessed are typically not known to the end 
user. It also provides facilities for users to develop, deploy and 
manage their applications ‘on the cloud’, which entails 
virtualization of resources that maintains and manages itself. 
The following definition of cloud computing has been 
developed by the U.S. National Institute of Standards and 
Technology (NIST): Cloud computing is a model for enabling 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) [1] 
 
Types of clouds 
Cloud computing is typically classified in the following three 
ways: 
Private cloud: The computing infrastructure is dedicated to a 
particular organization and not shared with other organizations. 
Some experts consider that private clouds are not real 
examples of cloud computing. Private clouds are more 
expensive and more secure when compared to public clouds 
[1].  
 
Public cloud: In Public cloud the computing infrastructure is 
hosted by the cloud vendor at the vendor premises. The 
customer has no visibility and control over where the 
computing infrastructure is hosted. The computing 
infrastructure is shared between any organizations.  
 
Hybrid cloud Organizations may host critical applications on 
private clouds and applications with relatively less security 
concerns on the public cloud. The usage of both private and 
public clouds together is called hybrid cloud. A related term is 
Cloud Bursting. In Cloud bursting organization use their own 
computing infrastructure for normal usage, but access the 
cloud using services like Salesforce cloud computing for 
high/peak load requirements. This ensures that a sudden 
increase in computing requirement is handled gracefully. 
 
Classification based upon service provided Based upon the 
services offered, clouds are classified in the following ways 
(SaaS)Software as a service includes a complete software 
offering on the cloud. Users can access a software application 
hosted by the cloud vendor on pay-per-use basis. This is a 
well-established sector. The pioneer in this field has been 
Salesforce.com offering in the online Customer Relationship 
Management (CRM) space. Other examples are online email 
providers like Google Gmail and Microsoftshotmail, Google 
docs and Microsoft online version of office called BPOS 
(Business Productivity Online Standard Suite).  (PaaS) 
Platform as a Service involves offering a development platform 
on the cloud. Platforms provided by different vendors are 
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typically not compatible. Typical players in PaaS are Google 
Application Engine, Microsoft Azure, and Salesforce.Com 
force.com.  (IaaS)Infrastructure as a service involves offering 
hardware related services using the principles of cloud 
computing. These could include some kind of storage services 
(database or disk storage) or virtual servers. Leading vendors 
that provide Infrastructure as a service are Amazon, Amazon 
S3, Rackspace Cloud Servers and scale. [2]. 
 
Virtualization 
Virtualization abstracts the underlying physical structure of 
various technologies. Virtualization, in computing, is the 
creation of a virtual (rather than actual) version of something, 
such as a hardware platform, operating system, a storage 
device or network resources. Server virtualization – Creates 
multiple isolated environments – Allows multiple OS’s and 
workloads to run on the same physical hardware – Solves the 
problem of tight coupling between OS’s and hardware [3] 
 
Before Virtualization 
Single OS image per machine software and hardware tightly 
coupled. Running multiple application on same machine often 
creates conflict. Underutilized resources inflexible and costly 
infrastructure. 
 
After Virtualization 
Hardware independence of operating system and applications. 
Virtual machines can be provisioned to any system. Can 
manage OS and application as a single unit by encapsulating 
them into virtual machines. [3] 
 
Cloud Computing Benefits and Pitfalls - Benefits:  
Storage and Scalability : No more infrastructure investments or 
time spent adding new servers, partitioning silos – none of that 
mess. With the cloud, you basically have access to unlimited 
storage capability and scalability. 
 
Backup and Disaster Recovery: Those days of tape back-up are 
long gone. Most cloud providers across service types and 
platforms offer comprehensive backup and recovery 
capabilities. [4] 
 
Mobility 
Your cloud, anywhere. Whether it's your development 
platform, suite of office tools or custom content management 
system – cloud mobility enables access anywhere with a Web 
connection (just about).  
 
Cost Efficiency 
Aside from storage and infrastructure costs, just think about all 
the other costs you can minimize with cloud services–updating 
and managing software or applications, hiring and training new 
staff and even decreased on-site energy costs.  
 
Enable IT Innovation 
Probably the most understated benefit of the cloud – it is 
reshaping IT into a proactively innovative bunch that focuses a 
lot less on manual system administration, and a lot more on 
improving the technology. From integration, mobility to even 
user personalization, giving your IT the cloud can make their 
jobs much easier – and more enjoyable.  
 

Pitfalls Control and Reliability 
The biggest fear of cloud computing is found in its major 
benefit – the ability to outsource the IT burden to a specialized 
vendor or provider. Sure it sounds great, but with a move to the 
cloud you do give up the in-house control of a traditional IT 
department.  
 
Security, Privacy and Compliance 
Security can also be a concern in the cloud, particularly if you 
manage confidential data like customer information. 
Compliance in the cloud may also become an issue, which may 
require deploying a private cloud if you do have to secure 
private data. 
 
Compatibility 
 
Making sure every existing tool, software and computer is 
compatible with the Web based service, platform or 
infrastructure. While on-site IT may have a little more control 
in managing integration and compatibility, it is often "what 
you see is what you get" in the cloud. 
Unpredicted Costs 
Sure, the cloud can substantially reduce staff and hardware 
costs, but the price could end up being more than you 
bargained for. Migrating to the cloud is also an understated 
cost, and making sure the current systems that support your 
business while moving to the cloud could raise operating costs 
substantially.  
 
Contracts and Lock - Ins 
Traditional IT could be downsized, upsized, contracted-in and 
otherwise controlled by you. On-site hardware, software, 
infrastructure and platforms always carried some obligations, 
but now the cloud service provider, for the most part, has all 
the decision power. Vendor lock-in is also a major issue – as it 
was with old IT – and this could add up to cost and 
performance disadvantages later. 
 
Implementing the Clouds 
Design and Implementation service can help ensure a 
successful deployment — whether you’d like to build a private 
cloud, use public cloud offerings from providers or develop a 
hybrid of both. 
 
How It Works 
Our team begins by translating your business, technical and 
operational requirements into a design for software as a service 
(SaaS), platform as a service (PaaS) and/or infrastructure as a 
service (IaaS). Next, we define the new computing 
infrastructure. This includes modifying your applications to 
take advantage of cloud, if needed, in addition to presenting 
comparable mature applications that are available. If a private 
or hybrid cloud architecture is the best solution for your 
organization, we'll create your custom reference architecture 
and a plan that leverages your current infrastructure to help get 
there.Once your design is complete, our team begins the 
implementation process of infrastructure hardware and 
software installation. We then move on to application 
migration and coding, along with integration of systems 
residing in multiple clouds, if applicable. The Dell design and 
implementation service includes: [5] Detailed design with 
documented impact on major areas of enterprise architecture: 
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business, data, application and technology. An implementation 
plan with project management, including tasks, resources, 
duration and dependencies Design specs for your hardware and 
software configuration Development and testing of the cloud 
solution Guidelines for operational best practices and 
governance 
 
Benefits of Cloud Computing Design and Implementation: 
Translate your business, technical and organizational 
requirements into a customized cloud design and project plan. 
Select enterprise hardware and software to create an open, 
affordable solution. Successfully integrate new cloud solution 
into your current IT environment 
 

II. CLOUD STORAGE 
 

Over time many big Internet based companies (Amazon, 
Google…) have come to realize that only a small amount of 
their data storage capacity is being used. This has led to the 
renting out of space and the storage of information on remote 
servers or "clouds". Information is then temporarily cached on 
desktop computers, mobile phones or other internet-linked 
devices. Amazon’s Amazon Elastic Compute Cloud (EC2) and 
Simple Storage Solution (S3) are the current best known 
facilities [6].    
 
Data Cloud  
Along with services the cloud will host data. There has been 
some discussion of this being a potentially useful notion 
possibly aligned with the Semantic Web, though it could result 
in data becoming undifferentiated [6]. 
 
Social Networking 
In recent years there has been rapid growth in cloud computing 
and social networking technologies. Cloud computing shifts 
the computing resources to a third party, eliminating the need 
to purchase, configure and maintain those resources. With the 
incentive of lowered operational costs in software, hardware 
and human effort, many companies are considering the use of 
cloud services. Likewise, social networks have seen massive 
growth, with millions of Internet users actively participating 
across various social networking websites. Even corporations 
have begun using social networks as a means to market and 
reach their customers. This paper will survey the current issues 
in cloud computing and social networks and how these 
technologies are being used together. A social network is a 
structure of entities interconnected through a variety of 
relations. These entities are typically referred to as “users”. 
The relationships between these users have a number of 
different names across different social networks such as 
friends, or followers. Through these relationships users share 
messages and media amongst themselves. There exist a 
number of online social networking websites such as the 
popular Facebook, LinkedIn and Twitter. These social 
networking sites have well over 100 million active members. 
With such a great number of users using these services, 
Social Works 
A social networks having millions of users and even more user 
relationships they present large datasets for analysis. As with 
other data analytic applications, social network analysis can 
provide useful information about users. This could include 
things such as sediment analysis, locating key opinion users as 

well as more targeted applications such as mapping disease 
outbreaks, and natural disasters. In order to perform these types 
of analysis, considerable computing power may be required. 
Once again, cloud computing is a possible solution. Ting et al 
investigated techniques for cloud based analysis and data 
warehousing of social networks. Two algorithms were 
examined: MapReduce and Bulk Synchronous Parallel (BSP). 
MapReduce is a technique for processing large datasets 
developed by Google. MapReduce consists primarily of two 
functions: map and reduce. The map function divides the input 
and distributes to the nodes that process the data they receive. 
The reduce function combines and merges those results to 
generate the output. BSP is a modification of MapReduce 
using a parallel processing technique. They concluded that the 
BSP technique performed considerably better than the 
MapReduce. Although BSP displayed better performance in 
this case, the ease of use and maturity of existing applications 
and systems for MapReduce simplifies parallel programming 
complexity for processing datasets as developed a cloud based 
framework for the analysis of social networking trends. Their 
framework, Cloud4Trends, adapted and ported trend detection 
into a cloud application. Additionally, their system 
incorporated status-detection where resources would be 
increased based upon job completion times. They concluded 
that the cloud-based social trend detection was a suitable 
solution given that trend detection is typically a computational 
intensive process due to the size of the datasets being analyzed. 
In this way, the amount of resources could be scaled up and 
down based on their system’s needs [7]. 
 
Privacy and Trust  
Privacy has been a subject of great concern with social 
networks. The protection of a user’s identity varies across the 
various social network services available across the internet. 
Some websites, such as Facebook, encourage the use of real 
names and thus make a connection between their social 
network and public identities. Others sites, such as dating 
services provide some weak anonymity by using only first 
names or a user-created name instead. Even though Facebook 
does not provide anonymity, it does provide options to restrict 
access only to those you allow access. Other than access by 
other users, there are questions on how these social networking 
services may be using the vast amounts of data that users are 
providing. Facebook’s policy states that information may be 
shared with third parties that does not identify or expose the 
user’s identity. In this case, it may be marketing research 
companies who use the information to target advertisement to 
certain users. In terms of privacy, there are questions as to 
what is being removed from the data being shared that makes 
the users “unidentifiable”. There are means to deduce identities 
based upon the social network graph topology, and distorted 
and removing data could affect the quality of data analysis and 
mining of the information that is being shared. These issues 
raise questions as to how these social network services handle 
their data to balance the needs of third party data consumers 
and the expectations of their users [8] 
 
Security Policy Enhancement with a valid credit card, anyone 
can register to utilize resources offered by cloud service 
providers. This causes hackers to take advantage of the 
powerful computing power of clouds to conduct malicious 
activities, such as spamming and attacking other computing 
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systems. By mitigating such abuse behavior caused by weak 
registration systems, credit card fraud monitoring and block of 
public black lists could be applied. Also, implementation of 
security policies can reduce the risk of abuse use of cloud 
computational power. Well established rules and regulations 
can help network administrators manage the clouds more 
effectively. For example, Amazon has defined a clear user’s 
policy and isolates (or even terminates) any offending 
instances whenever they receive a complaint of spam or 
malware coming through Amazon EC2 [9] 
 
Access Management 
The end users’ data stored in the cloud is sensitive and private; 
and access control mechanisms could be applied to ensure only 
authorized users can have access to their data. Not only do the 
physical computing systems (where data is stored) have to be 
continuously monitored, the traffic access to the data should be 
restricted by security techniques. Firewalls and intrusion 
detection systems are common tools that are used to restrict 
access from untrusted resources and to monitor malicious 
activities. In addition, authentication standards, Security 
Assertion Markup Language (SAML) and extensible Access 
Control Markup Language (XACML), can be used to control 
access to cloud applications and data. SAML focuses on the 
means for transferring authentication and authorization 
decisions between cooperating entities, while XACML focuses 
on the mechanism for arriving at authorization decisions. [9] 
 
Data Protection  
Data breaches caused by insiders could be either accidental or 
intentional. Since it is difficult to identify the insiders’ 
behavior, it is better to apply proper security tools to deal with 
insider threats. The tools include: data loss prevention systems, 
anomalous behavior pattern detection tools, format preserving 
and encryption tools, user behavior profiling, decoy 
technology, and authentication and authorization customer’s 
machine, the validity and integrity of the new instance can 
therefore be determined. Another way to prevent malware 
injection attacks is to store a hash value on the original service 
instance’s image file. By performing an integrity check 
between the original and new service instance’s images, 
malicious instances can be identified. For XML signature 
wrapping attacks on web services, a variety of techniques have 
been proposed to fix the vulnerability found in XML-based 
technologies. For example, XML Schema HardeninVEg 
technique is used to strengthen XML Schema declarations. A 
subset of XPath, called FastXPath, is proposed to resist the 
malicious elements that attackers inject into the SOAP message 
structure. These tools provide functions such as real-time 
detection on monitoring traffic, audit trails recording for future 
forensics, and trapping malicious activity into decoy 
documents.  [9] 
 

III. CONCLUSION 
 

The rapid growth of the social networks has given rise to 
marketing and customer relationship opportunities for 
businesses, and large datasets for analytics. For the future of 
social networking there will be a continued focus on user 
privacy and data control. To meet these demands, social 
networking services will be inclined to adopt policies and data 
protection settings so that users will be able to manage their 

data, and access to it. As the social networks grow, there will 
be a growing need for increasing amounts of computing 
resources and cloud computing remains as a viable solution to 
meet those needs to increasing amount of computational 
resources.  
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